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INVITATION FOR BIDS (IFB)

Procurement of Cyber Threat Intelligence and
Attack Surface Management Solution for Malware Analysis
and Threat Hunting Lab )

IFB No. CERT/GOSL/SER/ICB/2025/22

1. The Chairman, Department Procurememnt Committee (DPC), on behalf of Sri Lanka CERT
(PvL) Lud, now invites sedled Bids fom eligible and qualilied Bidders for procutement ot
supply. installation, implementation. configuration of cyber threat intelligence and attack
surface inastageient solution [or Malware Analysis and Thieat Hunting Lab. This cyber
threat intelligence and awack surface management solution purchased under this tender
will be used for establishing the Malware Analvsis and Threat Hunting Lab at Sri Lanka
CERT. The proposed solution should be a multitenant solution for providing service for
more than 150 government organizations. Detailed description of schedule of requirements
is given in the Bidding Document.

2. Bidding will be conducted through he International Competitive Bidding (ICB -
Single Stage Two Envelope Bidding Procedure) specified in the National Procurement
Guidelines 2024 of Democratic Saciatist Republic of Sri Lanka and are opened to all eligible
bidders as defined in the Guidelines.

To be eligible ior contract award, the successful bidder shall not have Leen Dlacklisted.
The qualification criteria for the eligible bidders shall include the following. (Additional
qualification requirements are given in the Bidding Documents):
a} General Experience.
The Bidder must have successfully supplied. installed, iinplemented, and configured
Cyber Thieat Intelligence (CTT) and Attack Surface Management (ASM) solutions
within the five (03) years immediately preceding the Bid Submission Deadline
b) Specific Experience in contract of similar nature:
Bidder should have delivered at least Five (5) similar multitenant solution shown by
valid reference letters.
¢) Quality and Security Requirements:

OEM shall be certified with 1SO 27001 or similar.

4. Interested Bidders may obtain further information from Manager - [nformation Security
(Research, Policies and Projects), Sri Lanka CERT (Pvt} Lid, Room No, 4-112, BMICH,
Colombo 07, $1i Lanka or through Telephone: +94112691692, Email: procurement@cert.
gov.lk and inspect the Bidding Document free of charge between 9.00 a.m. and 3.00 p.m. on
working days commencing, from 26, August 2025 at the below address (Para 6). Bidding
document is published on S1i Lanka CERT (Pvt) Lid website (www.cert.gov.lk) wel site
only for reference purpose.

5. A coroplete set of Bidding decuments in English mav be purchased from Sri Lanka CERT
(Pvy) Lid, office [address below para 6) by interested bidders on the submission of a
written request on a business letterhead, and upon payment of a non-refundable fee of
LKR 30,000.00. The method of payment will be by cash.

6. Bids must be delivered (o the address above para (4) at er before 2.00 p.m. on 07 October
2025. Late bids will be rejected. Technical proposal will be opened soon after the bid
closing in the presence of the bidders' representatives, who choose to attend at 2.00 p.m.
on 07 October 2025. All bids must be accompanied by a Bid Security in the form ol
bank guarantee of not less than Sri Lankan Rupees Two Million and Five Hundred
Thousand (LKR 2.5 million), and Bid Security should be submitied in the technical
proposal

A Pre-Bld Meetlng will be held at 11.00 a.mn. on 09 September 2025 in the Board Room
of Sri Lanka CERT (Pvi) Ltd, Room No.4-112, BMICH, Colombo 07, Sri Lanka. All
interested bidders may participate in the Pre-Bid meeting.
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Chairman,

Department Procuremeni Commitiee (DPC)
Sri Lanka CERT (Pvt) Ltd,
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